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WHAT IS DIGITAL ID? 
All human beings have an identity, and the right to legal 
status is internationally recognised.1 Official identifica-
tion is key to obtaining rights, entitlements and ser-
vices, and participating in increasingly digital life2. Yet 
there are over 1 billion people who are not identified, 
limiting their ability to protect rights and access to 
services and opportunities3. There is no universal 
definition of digital identity – and is used in relation to 
different things such as identity, identification and 
functional and foundational ID4: 

Type Objectives Characteristics Examples

Functional 
ID

An ID that enables 
specific services 
to authenticate 
individual 
eligibility and 
access to defined 
services

Enables 
deduplication, 
authentication 
against a trusted 
source. 

Examples of 
functional ID 
include voter ID, 
health records, 
educational ID. 

1 See for example: Universal Declaration of Human Rights, Art. 6,a nd UN 
Convention on the Rights of the Child, Art. 7.

2 The World Bank hosted Principles On Identification For Sustainable Devel-
opment define identity as “a set of attributes that uniquely describes an 
individual or entity.” They also define legal identity systems as “those that 
register and identify individuals to provide government-recognized creden-
tials (e.g. identifying numbers, cards, digital certificates, etc.) that can be 
used as proof of identity.” Importantly, this is not the same as legal status 
such as citizenship – and thus not all legal identity systems necessarily 
contribute to the SDG goals 16.9 of achieving legal identity for all. 

3 Principles on Identification for Sustainable Development: Toward the Digital 
Age – Second Edition (English). Washington, D.C.: World Bank Group. 
http://documents.worldbank.org/curated/en/213581486378184357/Princi-
ples-on-Identification-for-Sustainable-Development-Toward-the-Digital-
Age-Second-Edition

4 J.Donner, “The difference between digital identity, identification, an dID: 
Caribou Digital’s style guide for talking about identity in a digital age”, 19 
December 2018: https://medium.com/caribou-digital/the-difference-
between-digital-identity-identification-and-id-41580bbb7563

The purpose of this brief is to provide background and summary on key debates around 
digital identification in development. It aims to describe some of the key terms and types of 
digital identity systems, their role in development and what the opportunities are as well as 
the key challenges, and pointers to ways identification systems can better contribute to 
development outcomes. This brief is intended for Sida policy and programme managers 
with limited or no existing knowledge of digital identity in development to serve as a 
foundational briefing on the subject and to signpost further information. As the field of 
digital identity is a rapidly evolving one this brief describes the field at the time of writing, 
and should not be read as a definitive statement of the field or of Sida’s position on the field. 

Type Objectives Characteristics Examples

Founda-
tional ID

An ID scheme that 
provides identity 
to a population as 
a public good in 
the form of a 
credential that 
enables an 
individual to prove 
who they are. 

The issuer of a 
foundational ID is 
considered an 
authoritative 
source, trusted by 
other parties who 
rely on the issued 
credential. 

Provides a 
credential that is 
trusted by others. 

Enable a person to 
prove who they 
are using 
credentials 
recognized by law 
or regulation as 
proof of legal 
identity

Examples include 
civil registers, 
national IDs and 
population 
registers, which 
are created to 
provide 
identification to 
the general 
population for a 
wide variety of 
transactions. 

Identity Markers of social 
characteristics 
and difference, 
defining how the 
individual is 
perceived by self 
and others. 

Increasingly used 
to verify identity or 
categorise – eg 
data trails such as 
social media for 
credit scoring

Defined by 
attributes such as 
ethnicity, gender, 
religion, family 
status or group 
membership. 

Identification, identity and ID are not new concepts 
– governments and institutions have always counted 
and categorised individuals, but digitalisation is chang-
ing how this is done, introducing new opportunities as 
well as risks. In the past, most ID systems were paper 
based, and run by governments. Digitalisation is 
changing this, introducing new models and partner-
ships, for example introducing ‘Trust Schemes’ that 
define the standards for digital layers built on existing 
foundational ID schemes to enable digital authentica-
tion and verification services for public and private 
sector applications. 

https://documents1.worldbank.org/curated/en/213581486378184357/pdf/Principles-on-Identification-for-Sustainable-Development-Toward-the-Digital-Age-Second-Edition.pdf
https://documents1.worldbank.org/curated/en/213581486378184357/pdf/Principles-on-Identification-for-Sustainable-Development-Toward-the-Digital-Age-Second-Edition.pdf
http://documents.worldbank.org/curated/en/213581486378184357/Principles-on-Identification-for-Sustai
http://documents.worldbank.org/curated/en/213581486378184357/Principles-on-Identification-for-Sustai
http://documents.worldbank.org/curated/en/213581486378184357/Principles-on-Identification-for-Sustai
https://medium.com/caribou-digital/the-difference-between-digital-identity-identification-and-id-41580bbb7563
https://medium.com/caribou-digital/the-difference-between-digital-identity-identification-and-id-41580bbb7563
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Types of ID Scheme5:

Centralised Centralized models are characterised by a single provider 
of a system that is recognized as providing proof of legal 
identity. This is often the same entity that maintains the 
authoritative source register (e.g., a national ID or 
population register) – such as Netherlands’ DigiD, India’s 
Aadhaar. 

Federated Federated models are characterised by multiple entities 
providing a government-recognized digital ID that is 
coordinated / accredited through a ‘trust framework’ or 
federation authority. These maybe public and/or private 
providers using foundational ID system as their authorita-
tive source, such as, Bank ID in Sweden, NemID in 
Denmark, or they may draw from multiple functional 
systems as well as civil registers through a “broker” or 
federation authority such as the UK’s GOV.UK Verify, 
Canada’s SecureKey.

Open market Countries could have multiple, regulated entities that 
provide government-recognized digital ID based on 
multiple functional IDs and or civil registers as authorita-
tive sources of identity. In contrast to the federated 
system, however, these providers operate based on 
bilateral agreements with individual government agencies 
that provide online services rather than through a central 
or brokered scheme (e.g., U.S.).

Digital ID systems have historically taken the form of 
large, centralised databases of individual data – often 
linked to biometric data. However, new technologies 
are introducing opportunities to impose and infer iden-
tification as well as for individuals to claim, control and 
manage claims about themselves. Technologies such 
as advanced biometrics – from fingerprints and irises 
to facial and even gait recognition; mobile authentica-
tion via smart and feature phones; decentralised ID 
systems from blockchain to federated databases; and 
user-controlled ID in the form of digital wallets con-
taining verified credentials are transforming 
identification. 

DIGITAL ID AND DEVELOPMENT
Digital Identity is widely viewed as an enabler for wider 
development goals – but it also introduces new risks 
(see challenges below). The Sustainable Development 
Goals include Access to Legal Identity as Goal 16.9. 
Digital identity is one part of achieving this goal – not 
all digital identity systems are built on legal identity 
status (eg India’s Aadhar reflects residency, not citizen-
ship). Donor approaches to supporting digital identifi-
cation are commonly focused on sectoral silo’s 
– building functional ID systems for specific services 
such as elections, welfare, healthcare or education. 
However there is growing recognition that strengthen-
ing foundational ID systems can be more efficient and 
contribute to both legal identity as well as service 
access. Supporting digital systems for civil registration 
and vital statistics and national ID can help build the 
‘identity infrastructure’ that unlock the opportunity 
created by digital transformation. For example, USAID 
advocates for a digital identity ‘infrastructural’ 

5 Adapted from World Bank Types of ID Systems: https://id4d.worldbank.org/
guide/types-id-systems

approach that ‘sees ID as an investment in the enabling 
environment for a modern economy’6. This approach, 
recognising the importance of Digital ID as a central 
pillar to wider digital transformation means investing in 
and supporting digital identification initiatives is a 
strategic contribution to wider developmental goals 
than purely technology for development goals. 

Digital Identity and the Sustainable Development 
Goals:

WHAT ‘GOOD’ DIGITAL ID LOOKS LIKE
Designed well, digitisation can introduce efficiencies, 
reduce fraud and increase individual control and pri-
vacy. Without consideration of context or appropriate 
design, ID systems can further exclusion and margin-
alisation – and the misuse of ID systems can amplify 
vulnerability leading to persecution, marginalization, 
and long-lasting harm. There are competing 
approaches to what constitutes ‘Good’ digital identifica-
tion. States that favour centralised authority turn to 
surveillance based systems – China’s Social Credit 
Score, for example is exported to and adopted by coun-
tries such as Venezuela, Zimbabwe and (see report)7. 
Those that emphasise ID as an enabler for wider mar-
ket services position the state as a setter of standards 
rather than owner of centralised data – Sweden’s 
BankID is linked to financial services, while others 
such as Canada, the Netherlands and the UK have 
defined standards through Trust Frameworks and 
decentralised approaches to identity management. 
Digital ID infrastructure can take many shapes and 
models, but all models reflect values and principles, 
and promote those values through their application. 

6 Center for Digital Development, Strategy & Research Team. 2017. ‘identity 
In A Digital Age: Infrastructure For Inclusive Development’. Washington, 
DC: USAID. https://www.usaid.gov/sites/default/files/documents/15396/
IDENTITY_IN_A_DIGITAL_AGE.pdf.

7 Se Australian report

https://id4d.worldbank.org/guide/types-id-systems
https://id4d.worldbank.org/guide/types-id-systems
https://www.usaid.gov/sites/default/files/documents/15396/IDENTITY_IN_A_DIGITAL_AGE.pdf
https://www.usaid.gov/sites/default/files/documents/15396/IDENTITY_IN_A_DIGITAL_AGE.pdf
https://www.usaid.gov/sites/default/files/documents/15396/IDENTITY_IN_A_DIGITAL_AGE.pdf
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The Good ID movement emphasises approaches to ID 
management that prioritizes data privacy and security8.

The Sida hosted Stockholm Internet Forum 2021 
 convened a discussion exploring what constitutes 
‘good’ Digital ID. 

There is no one definition of ‘good ID’ – competings 
ideas for ID’s main goal leads to different vision for 
what a good digital ID system looks like. All ID systems 
involve inclusion and exclusion – for example a study of 
Kenya’s national ID scheme Huduma Namba found it 
led to an exclusion of over 30% of the population from 
accessing healthcare9. ‘Good’ ID systems conduct risk 
assessments, include diverse stakeholders and per-
spectives in their design to anticipate, mitigate and 
manage exclusion. ‘Good’ Digital ID systems are inte-
grated into wider ecosystems. Establishing national ID 
schemes independent from existing civil and social 
registries can enable rapid roll-out10, but best practice 
is to link the two, to ensure national systems record 
new births, deaths or other significant life events, 
supporting a states ability to deliver entitlements and 
services, such as health11. Approaching digital identity 
as part of wider digital infrastructure can help identify 
ways to strengthen digital government and econo-
mies12. An identity ecosystem approach can help sup-
port political economy and risk analysis13. 

Good ID schemes are transparent, accountable and 
remediable. Schemes that share how information is 
accessed – such as Estonia’s scheme that enables 
individuals to see who has accessed their data – help 
people understand how their data is used. Schemes 
that are managed independent from government can 
be more accountable and governed in the public inter-
est. Identity schemes should have clear ways that data 
can be changed and removed. 

8 Good ID movement: https://www.good-id.org/en/about/#section-2
9 https://chrgj.org/2021/06/08/press-release-chased-away-and-left-to-die-

new-human-rights-report-finds-that-ugandas-national-digital-id-system-
leads-to-mass-exclusion/

10 ID4D Practitioner’s Guide (English). Identification for Development Washing-
ton, D.C.: World Bank Group. http://documents.worldbank.org/curated/
en/248371559325561562/ID4D-Practitioner-s-Guide

11 Mills, S., Lee, J. K., & Rassekh, B. M. (2019). Benefits of linking civil regis-
tration and vital statistics with identity management systems for measuring 
and achieving Sustainable Development Goal 3 indicators. Journal of health, 
population, and nutrition, 38(Suppl 1), 18. https://doi.org/10.1186/s41043-
019-0178-0

12 https://www.usaid.gov/usaid-digital-strategy
13 https://medium.com/caribou-digital/emrys-schoemaker-and-tom-kirk-

introduce-caribou-digitals-new-project-to-develop-an-identity-
8ec31ba61c9b

KEY CHALLENGES 
Misuse: digital identification systems area based on 
the collection of personally identifiable information, 
creating significant opportunities for misuse and the 
increase in risk to already vulnerable populations. 
National ID systems can be used to as part of political 
targeting and exclusion. For example, in Afghanistan 
2021 the Taliban quickly stated they would use the 
identification systems built by military and development 
actors to identify and target their opponents. 

China’s surveillance technology and social credit score 
system is part of a political ‘strategy of social manage-
ment and economic development’, and as part of Chi-
na’s foreign policy is being exported to countries 
including Venezuela, Ecuador, Zimbabwe and Central 
Asian countries14,15. In Pakistan political opposition 
leader had their national ID card cancelled – before 
being reinstated by the court16. A challenge for develop-
ment actors supporting digital identification systems is 
the potential for political change and the misuse of 
sensitive data – once identification data is gathered, if 
other actors gain access to it they can use the data for 
unintended purposes. This consideration should drive 
risk assessment and worse case scenarios should 
inform programme design and planning. 

Inclusion and Exclusion: ID systems inevitably intro-
duce inclusion and exclusion issues – the function of 
an ID system is to establish credentials that determine 
claims – to rights, entitlements, service and status, and 
deny access to those without valid claims. They enable 
inclusion to services but necessarily also enable exclu-
sion, both intentional (for those without legitimate 
claim) as well as unintentionally (those unable to prove 
legitimate claim). For example, unintentional exclusion 
can arise if systems use technologies that particular 
groups struggle to interact with: for example the worn 
fingers of manual labourers may not be recognised by 
biometric fingerprint readers; people of colour who 
may not be recognised by facial recognition algorithms 
trained on. Intentional exclusion can be the product of 
discrimination against specific groups – for example 
refugees are often excluded from rights to work or 
access services, while groups with contested legal 
status may find themselves further excluded – in Kenya 
the Nuba were excluded from accessing the Huduma 
Namba, while in India Assamese were excluded from 
Aadhaar registration. 

14 https://www.aspi.org.au/report/social-credit
15 https://www.aspi.org.au/report/mapping-chinas-tech-giants; https://www.

foreign.senate.gov/imo/media/doc/2020%20SFRC%20Minority%20Staff%20
Report%20-%20The%20New%20Big%20Brother%20-%20China%20
and%20Digital%20Authoritarianism.pdf

16 https://www.google.com/url?q=https://www.thenews.com.pk/
latest/838566-in-hamdullahs-case-ihc-says-nadra-cannot-cancel-citizen-
ship-based-on-intelligence-reports&sa=D&source=editors&ust=16238332
60519000&usg=AOvVaw0vFaEdNoqlTDBN02KsBzo0 

https://youtu.be/aIBdSrPLPv0?t=2466
https://www.good-id.org/en/about/#section-2
https://chrgj.org/2021/06/08/press-release-chased-away-and-left-to-die-new-human-rights-report-finds-that-ugandas-national-digital-id-system-leads-to-mass-exclusion/
https://chrgj.org/2021/06/08/press-release-chased-away-and-left-to-die-new-human-rights-report-finds-that-ugandas-national-digital-id-system-leads-to-mass-exclusion/
https://chrgj.org/2021/06/08/press-release-chased-away-and-left-to-die-new-human-rights-report-finds-that-ugandas-national-digital-id-system-leads-to-mass-exclusion/
http://documents.worldbank.org/curated/en/248371559325561562/ID4D-Practitioner-s-Guide
http://documents.worldbank.org/curated/en/248371559325561562/ID4D-Practitioner-s-Guide
https://doi.org/10.1186/s41043-019-0178-0
https://doi.org/10.1186/s41043-019-0178-0
https://www.usaid.gov/usaid-digital-strategy
https://medium.com/caribou-digital/emrys-schoemaker-and-tom-kirk-introduce-caribou-digitals-new-project-to-develop-an-identity-8ec31ba61c9b
https://medium.com/caribou-digital/emrys-schoemaker-and-tom-kirk-introduce-caribou-digitals-new-project-to-develop-an-identity-8ec31ba61c9b
https://medium.com/caribou-digital/emrys-schoemaker-and-tom-kirk-introduce-caribou-digitals-new-project-to-develop-an-identity-8ec31ba61c9b
https://www.aspi.org.au/report/social-credit
https://www.aspi.org.au/report/mapping-chinas-tech-giants
https://www.foreign.senate.gov/imo/media/doc/2020%20SFRC%20Minority%20Staff%20Report%20-%20The%20New%20Big%20Brother%20-%20China%20and%20Digital%20Authoritarianism.pdf
https://www.foreign.senate.gov/imo/media/doc/2020%20SFRC%20Minority%20Staff%20Report%20-%20The%20New%20Big%20Brother%20-%20China%20and%20Digital%20Authoritarianism.pdf
https://www.foreign.senate.gov/imo/media/doc/2020%20SFRC%20Minority%20Staff%20Report%20-%20The%20New%20Big%20Brother%20-%20China%20and%20Digital%20Authoritarianism.pdf
https://www.foreign.senate.gov/imo/media/doc/2020%20SFRC%20Minority%20Staff%20Report%20-%20The%20New%20Big%20Brother%20-%20China%20and%20Digital%20Authoritarianism.pdf
https://www.thenews.com.pk/latest/838566-in-hamdullahs-case-ihc-says-nadra-cannot-cancel-citizenship-based-on-intelligence-reports
https://www.thenews.com.pk/latest/838566-in-hamdullahs-case-ihc-says-nadra-cannot-cancel-citizenship-based-on-intelligence-reports
https://www.thenews.com.pk/latest/838566-in-hamdullahs-case-ihc-says-nadra-cannot-cancel-citizenship-based-on-intelligence-reports
https://www.thenews.com.pk/latest/838566-in-hamdullahs-case-ihc-says-nadra-cannot-cancel-citizenship-based-on-intelligence-reports
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SWEDISH INTERNATIONAL DEVELOPMENT COOPERATION AGENCY 

Address: SE-105 25 Stockholm, Sweden. Office: Valhallavägen 199, Stockholm
Telephone: +46 (0)8-698 50 00. Telefax: +46 (0)8-20 88 64
E-mail: info@sida.se. Homepage: http://www.sida.se

Privacy: the collection of personal data inherently 
introduces risks to individual privacy – and the increas-
ing use of identify systems in social welfare risks 
‘stumbling zombie-like into a digital welfare dystopia’17. 
The large scale database of ID systems is a tempting 
target for hackers and others seeking to access and 
potentially misuse the data – which can lead to multi-
ple harms18 – related to data removed from the data-
base, harms related to data altered in the database and 
harms related to data or entries added to the database. 

Vendor lock-in: For governments, the technologies 
involved in Digital ID systems are complex and propri-
etary, and provided by a small number of specialist 
firms, leading to dependency on those firms for their 
continued service and support. At a conference for 
Digital ID in Africa in 2018, delegates identified vendor 
lock-in – the inability to switch system providers – as 
their main concern, leading to high costs and barriers 
to upgrading new systems. This has led some donors 
to focus on open source platforms for the public sector 
and public sector service delivery, such as Modular 
Open Source Identity Platform (MOSIP)19 and others, as 
outlined in the United Nations’ Secretary General’s 
Roadmap towards Digital Cooperation, the Digital 
Impact Alliance’s work on DPGs,and the Digital Public 
Goods Alliance (DPPGA). 

Building national ID without strengthening foundational 
civil registration systems – such as birth and death 
registration – can create national identification systems 
that are not accurate reflections of national populations 
and do not serve wider population management. 
National ID systems that do not reflect clear legal 
status can also lead to complications over citizenship 
claims. Strengthening the underlying civil registration 
and vital statistics (CRVS) system enhances digital 
identity infrastructure by strengthening the enrollment 
process into the national ID system20.

WAYS TO STRENGTHEN DIGITAL IDENTIFICATION 
FOR DEVELOPMENT OUTCOMES: 
Support partner governments: Donor agencies can 
support partner governments to develop Digital ID 
systems that contribute to development outcomes 
while respecting human rights standards and princi-
ples. This can take various forms, such as the form of 

17 https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.
aspx?NewsID=25156

18 https://privacyinternational.org/explainer/2672/understanding-identity-
systems-part-3-risks-id

19 https://www.mosip.io/ 
20  https://www.usaid.gov/digital-development/digital-id 

financing supporting for programme development and 
technical support, such as the UK’s seconding of sta-
tistical expertise to Kenya’s national statistics office as 
part of strengthening the Kenyan government’s 
approach to civil registration and vital statistics (CRVS). 

Supporting with civil society: donors can also 
strengthen the capacities of rights-holders, including 
organizations in civil society, to claim human rights, by 
enabling them to better understand and advocate for 
policy, regulation and programmes that meet public 
needs and fulfil human rights. For example, civil soci-
ety advocacy group ‘Namati’ has received support to 
successfully brought legal cases to make Kenya’s 
national ID scheme more inclusive. 

Working with donors and foundations: donors can 
have a multiplier effect through multilateral pro-
grammes and partnerships. For example, supporting 
the World Bank’s ID4D programme can influence the 
provision of support to countries borrowing to develop 
ID programmes. Engagement through donor supported 
initiatives such as Sida’s support to the Digital Impact 
Alliance (DIAL), World Bank Digital Partnership and the 
Digital Public Goods Alliance (DPGA) can advance spe-
cific approaches to digital identification – particularly 
ensuring protection focused, rights based approaches. 

Working with the private sector: engaging with the 
private sector can influence the kind of digital identifica-
tion technologies that are developed, and the values and 
principles that they follow. Mobile network providers can 
be engaged with through the GSMA, who lead a Digital 
Identity programme, while industry initiatives such as the 
‘Better ID’, Good ID and ‘Women in Identity’ initiatives 
provide entry points to the wider digital identity industry. 

Supporting independent research and innovation: 
there is a lack of independent research into many 
different aspects of digital identity, with most research 
being conducted by industry and technical advisory 
actors. Research can be supported through independ-
ent research providers, academic institutions and think 
tanks. Research can advance thinking about incorpo-
rating protection oriented, rights based approaches, 
particularly in relation to vulnerable groups and to 
emerging innovations that may uphold protection. 
Research can also support the application of emerging 
innovation – for example ways to translate emerging 
approaches to trust frameworks, and technologies that 
protect vulnerable data, such as biometric encryption 
and decentralisation. 

https://www.un.org/en/content/digital-cooperation-roadmap/
https://www.un.org/en/content/digital-cooperation-roadmap/
https://solutions.dial.community/products
https://solutions.dial.community/products
https://digitalpublicgoods.net/
https://digitalpublicgoods.net/
https://www.ohchr.org/en/press-releases/2019/10/world-stumbling-zombie-digital-welfare-dystopia-warns-un-human-rights-expert?LangID=E&NewsID=25156
https://www.ohchr.org/en/press-releases/2019/10/world-stumbling-zombie-digital-welfare-dystopia-warns-un-human-rights-expert?LangID=E&NewsID=25156
https://privacyinternational.org/explainer/2672/understanding-identity-systems-part-3-risks-id
https://privacyinternational.org/explainer/2672/understanding-identity-systems-part-3-risks-id
https://www.mosip.io/
https://www.usaid.gov/digital-development/digital-id
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